ITamsaTka nos o0yyaromuxcs 00 nHGOPMALMOHHOI 0e30aCHOCTH JeTeil

HEJIb351

1. Bcem moapsin cooOmaTte CBOO 4YacTHYI0 HHGOpMAIHIO (HAacTOsIIUME UMs, (hamiimio,
TenedoH, aapec, HOMEp MIKOJIBI, a TaKke (GoTorpaguu CBOM, CBOSH CEMBbH H JpYy3€eii);

2. OTKpBIBAaTh BIOKEHHBIE (DalijIbl AIIEKTPOHHON MOYTHI, KOTJ]a HE 3HACIIb OTIIPABUTEIIS;

3. I'pyOuTh, npuanpaThCs, OKa3bIBaTh TABICHUE — BECTH ce0sl HEBEXKIIUBO U arpecCUBHO;
4. He pacnopsokaiics neHpramu TBOEH ceMbu 0e€3 paspellleHuss CTaplIMX - BCerjaa
CIIpallMBai pOAUTENEH;

5. He BcTpeuaiica ¢ IHTepHET-3HAKOMBIMH B PEATbHOM KU3HU - TIOCOBETYMCS CO B3POCIBIM,
KOTOPOMY J0BEpSCIIb.

OCTOPOKHO

1. He Bce mumryt mpasay. Uuraems o cebe HempaBay B MHTepHEeTe — coo0mm 00 3TOM
CBOHMM POJIUTENISIM UJTU OTNlEKyHaM;

2. [TpurnamaroT nepenuceBaThCs, UTPaTh, 0OMEHUBATHCA - IIPOBEPH, HET JIU MO/IBOXA;

3. Hezakonnoe xonupoBanue (aiinos B IHTepHETE - BOPOBCTBO;

4. Bcerna pacckassiBaii B3pOCIbIM O MPoOJIeMax B CETH - OHH BCET]Ia TIOMOTYT;

5. Hcnone3yit HacTpoilku O€30MacHOCTH M MIPUBATHOCTH, YTOOBI HE TMOTEPATH CBOU
AKKAyHTBI B COLICETSIX U IPYTHX IOpTaIaXx.

MOKHO

1. VYBakail Ipyrux Mojab30BaTeieH;

2. [Tonb3yenibest IHTEpHET-UCTOUHUKOM - JIeNaid CChUIKY Ha HETO;

3. OTKpbIBaii TOIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmaTeCcsl 32 MOMOIIBIO B3POCIBIM - POJUTENH, ONEKYHbl M aIMUHUCTpAIUs CAlTOB
BCET/Ia IOMOT'YT;

5. [Ipoiau o6y4yeHue Ha caiite «CeTeBUYOK» U MOTYYH MacrnopT Hu(POBOro rpaxaaHuHal

Nudopmanuonnas naMaTKa VI 00y4aOIMIUXCH

C KaXIpIM TOJIOM MOJIOJIKH B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, a IIKOJIBHUKA OJHU U3 CaMbIX
aKTUBHBIX TMoyb30oBaTeneid PyHera. Mexay TeMmM, MOMHMO OTPOMHOIO  KOJIMYECTBA
BO3MOXKHOCTEH, UHTEpHET HeCeT W MpoOieMbl. DTa mamsTKa J0JKHA MOMOYb Tebe Oe30MacHo
HaXOJIUTHCS B CETH.

KoMnbrorepHble BUPYCHI

KommnbroTepHblil BUpYyC - 3TO pPa3HOBUAHOCTb KOMIIBIOTEPHBIX HPOTPaMM, OTIMYUTEIbHOU
0COOCHHOCTBIO KOTOPOIl SABISIETCSl COCOOHOCTh K Pa3MHOXEHHWIO. B 1omonHeHwe K 3TOMY,
BUPYCHl MOTYT TMOBPEAMTh HJIM TIOJHOCTBIO YHUUYTOXUTh Bce (ailibl M JaHHBIE,
HOJKOHTPOJIBHBIE MOJIH30BATENI0, OT MIMEHH KOTOPOro ObIIa 3aImylieHa 3apakEHHas IporpamMma,
a TaKXke MOBPEeIUTh WM JIa)Ke YHHYTOXXUTH ONEPALMOHHYIO CHUCTEMYy CO BceMu (aiimamu B
1iesioM. B GoNBIIMHCTBE CTydaeB pacTpOCTPaHAIOTCS] BUPYCHI Yepe3 HHTEPHET.

MeToap! 3aIUThl OT BPEJOHOCHBIX MPOrPaMM:

1. Hcnons3yil COBpEMEHHBIE ONEPALMOHHBIE CHCTEMBI, MMEIOIIUE CEPhE3HBIM YPOBEHB
3aILUTHI OT BPEIOHOCHBIX IIPOIPAMM;
2. [locrosinHO ycTaHaBnuBail mnaTud (LUMQPPOBBIE 3aMJaTKH, KOTOpPHIE aBTOMATHYECKU

YCTaHABIMBAIOTCA C IENbI0 J0pabOTKH MpOrpaMMbl) U Jpyrue OOHOBIIGHHUS CBOEH
oTiepanoHHOM cucTteMbl. CKkaunBai WX TOJIBKO ¢ opuIManbHOTO caita paspadorunka OC. Ecnu
CYIIECTBYET PEKUM aBTOMATUUYECKOTO OOHOBIICHUS, BKIIIOUH €T0;



3. Pabotaif Ha cBoeM KOMIIBIOTEpE MO/ IPaBaMH MOJIb30BATENs, @ HE aAMUHHUCTpaTopa. ITO
HE T[03BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOrpaMM HHCTAJUIUPOBAaTbCSI Ha TBOEM
[IEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE MPOrpaMMHBIE MPOAYKTHl HM3BECTHBIX IPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb GpU3HUECKUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIMLL;

6. Vcnonp3yit BHEIIHHE HOCUTENU MH(OpMAIMM, Takue Kak (Quielika, AUCK Win ¢ailn u3
UHTEPHETA, TOJIKO U3 IPOBEPEHHBIX UCTOUHUKOB;

7. He oTkpbiBaii KOMITbIOTEpHBIE (ailiibl, MOJyYeHHBIE U3 HEHAAEKHBIX UCTOYHUKOB. Jlaxke

Te (ailsibl, KOTOPHIE MPUCIAT TBOW 3HAKOMBIH. Jlydllle yToUHM y HETo, OTIPABJISL JIU OH TeOe ux.
Ceru WI-FI

Wi-Fi - 9T0 He Bu nepeaauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JMIIbL OpeH 1, Mapka. Emte B 1991
roy HUICpJaHAcCKas KomraHus 3apeructpupoBania Openn «WECA», dro o06o3Hauano
cinoBocodetanue «Wireless Fidelity», KOTOpbIN TepeBOAUTCS KaK «OECIPOBOIHAS TOYHOCTHY.

Jlo Hamero BpeMeHU JONUIa Apyras abOpeBuaTypa, KOTopas SBIISICTCS TaKOH K€ TEXHOJIOTHEH.
Oto abbpeBuatypa «Wi-Fi». Takoe Ha3BaHue ObLTO AaHO C HAMEKOM Ha CTAHIAPT BBICIIUI
3ByKOBOM TexHuKH Hi-Fi, 4To B epeBoie 03HaYaeT «BBICOKAs TOYHOCTHY.

Ja, OecrnnaTHBIA HMHTEpPHET-IOCTYN B Kade, OTeNsX U adporoprax SBISETCS OTIMYHOU
BO3MOXXHOCTBIO BBIXOJIa B MHTEPHET. HO MHOTHE KCIIEPTHI CYUTAIOT, YTO O0IIenocTymHbie Wi-
Fi cetu He sBNsAIOTCA O€30MACHBIMU.

Cogertsl 110 Oe30macHOCTH paboTte B 001Iea0CcTynHbIX ceTsx Wi-fi:

1. He nepenasaii cBoro nuunyto nadopmanuio yepes odmenocrymnusie Wi-Fi cetu. PaboTtas
B HUX, KEJIATEJIPHO HE BBOJIUTH MAPOJIH JOCTYIIA, JIOTHHBI M KaKUe-TO HOMEpa,;

2. Hcnone3yit 1 OOHOBISAN aHTUBHPYCHBIE MpOrpaMMbl U OpaHamayep. TeM cambIM Tbl
o0e3omacuiib ce0s OT 3aKaYKH BUPYyca HA TBOE YCTPOMCTBO;

3. IMpu wucnone3oBanuun Wi-Fi otkmioun ¢yakuuo «OOmui goctyn K daiiam u
npuHTepam». JlaHHas (QYHKIUS 3aKpbiTa MO yYMOJIYAHUIO, OJTHAKO HEKOTOPHIC ITOJIH30BATEIN
aKTUBHUPYIOT €€ AJisl y100CTBa NCIONb30BaHUs B paboTe WiH yueoe;

4. He wucnonw3yit nyonuunsii WI-FI s nepenaum JWYHBIX JTAaHHBIX, HalpuUMep JUIs
BBIXO/Ia B COIMANIbHBIE CETH WU B AJIEKTPOHHYIO MOUTY;

S. Ucnone3yit tonbko 3amuinieHHoe coenuHenue depes HTTPS, a we HTTP, t.e. npu
Habope BeO-anpeca BBOU UMEHHO «https://»;

6. B moOunsHOM Tenedone otkmoun ¢pynkuuio «lloaxmouenne k Wi-Fi aBromatnueckmy.
He nomyckaif aBTOMaTH4eCKOT0 MOJIKIIFOUEHUs ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cormacusi.

CouuanbHbIe CETH

CornuanbHble CETH aKTMBHO BXOST B HAIy XU3Hb, MHOTHE JIIOAU PabOTalOT M KUBYT TaM
nocTosiHHO, a B Facebook yxe 3apeructpupoBaH MWIIHAPA YEIOBEK, YTO SBISIETCS OJIHOMU
CebMON BCEX KHUTeNel IMiaHeThl. MHOTHE TMOJb30BaTENd HE MOHUMAIOT, YTO HHGOpMaIus,
pa3MeIleHHas MU B COIMAIIBHBIX CETSX, MOKET OBITh HalJIcHa W MCIIOJIb30BaHA KEM YTOJHO, B
TOM YHUCJIEe HE 0053aTeTbHO ¢ OJIaTMH HAMEPEHHSIMH.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH B COIMAIIBHBIX CETSIX:

1. Orpanuub cnucoOK Jpy3eil. Y TeOs B Jpy3bsX HE JOKHO OBITh CIyYallHBIX |
HE3HAKOMBIX JIIOACH;
2. 3amuinaii CBOI 4acTHYIO KU3Hb. He ykaspiBaii mapomnu, TenedoHsl, aapeca, 1aTy TBOETO

POXKICHUSI U JAPYTyI0 JUYHYI0 HWHGOpMaluio. 3J0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh Jake
UH(OPMAIIHIO O TOM, KaK Thl U TBOU POJUTENHN TUIAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3amminaii CBOI0 PemyTalnio - ASP>KU €€ B YUCTOTE U 3a/1aBail cebe BOMpOC: XOTeI OBl THI,
4TOOBI JIpYrHe MOJIb30BATEeH BHJIENH, YTO Thl 3arpyxkaemib? [logymaii, mpexae 4eM dYTo-TO
OITyOJIMKOBATh, HAMKCATh U 3arPY3UTh;

4, Ecau T roBOpHILIb € JIIOBMH, KOTOPBIX HE 3HACIIbL, HE UCIIOJIB3YH CBOE pealibHOE UM 1
JIPYTYIO JIMYHYIO HHPOPMAIIUU: UMSI, MECTO KHUTEIHCTBA, MECTO Y4eObI U TIpOoYEe;



S. N36eraii pazmemenus potorpaduii B IuTEepHETE, I/1e THI M300pakeH Ha MECTHOCTH, IO
KOTOPOH MOXKHO OTIPEJEIUTH TBOE MECTOIIOJIOKCHHE;

6. [Ipu peructpanuu B COIHATBHONW CETH HEOOXOAMMO HCIIOJIB30BaTh CIIOKHBIE MApOJIH,
cocToslIre u3 OyKB U IM(pP U ¢ KOJIMYECTBOM 3HAKOB HE MeHee §;
7. Jlist conManabHOM CeTH, MOYTHl M JPYTUX CAlTOB HEOOXOAWMO HCIIONB30BaTh pa3HbIE

naposiu. Toraa eciu Te0s1 B3JIOMAIOT, TO 3J0YMBIIUICHHUKU TOIYyYaT TOCTYII TOJIBKO K OJHOMY
MEcCTy, a He BO BCE Cpazy.

DJIEKTPOHHBIC JCHBIH

DJEeKTPOHHBIE JEHbIM — 3TO OYECHb YIOOHBIA CHOcOo0 TUIaTeXXei, OJHAKO CYIIECTBYIOT
MOIIICHHUKH, KOTOPBIC XOTST MOJYYUTh ITH JCHBIH.

DJEeKTPOHHBIE JI€HbIM MOSBMJINCH COBCEM HEJAaBHO W HMMEHHO H3-32 3TOTO BO MHOTHUX
rocyJIapcTBax J0 CHX IOp He MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun ke oHu (yHKIMOHHMPYIOT M O HUX YK€ MPOMHUCAHO B 3aKOHE, TJI€ X Pa3AeisIioT Ha
HECKOJIbKO BHJIOB - aHOHHMHBIC ¥ HE aHOHMMHBIC. Pa3HuIIa B TOM, YTO aHOHHUMHEBIE - 3TO TE, B
KOTOPBIX pa3penraeTcss MPOBOJUTH oOmepanuu 0e3 WACHTH(QHKAINK MOJh30BaTes, a B HE
AHOHUMHBIX UICHTU(PHUKAIIMU TI0JH30BATEIIS ABJISICTCS 0053aTSILHOM.

Tarxoke cieayer pa3indarh MEKTPOHHBIE (PHATHBIE IEHBIU (PABHBI TOCY/IaPCTBEHHBIM BaJIOTAM)
U 3JICKTPOHHBIC He(UATHBIC JCHBIH (HE PaBHBI TOCYIaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI TI0 OE30MACHOM paboTe € NEKTPOHHBIMH JICHbIaMH:

1. [TpuBsku K cueTy MOOWIBbHBIN TenedoH. DTO camblii yHOOHBIH M OBICTPBII croOco0
BOCCTAHOBUTH JOCTYN K cyery. llpuBsizaHHbIi TenedoH MOMOXET, eciu 3a0yaenib CBOU
TUTATS)KHBIA TTAPOJIh WITK 3aiICIIb HA CAUT C HE3HAKOMOTO YCTPOUCTBA,

2. Ncnone3yit ogHOpazoBsie mapoiu. [locie mepexoma Ha yCHIICHHYIO aBTOPH3ANUIO TeOe
yke He Oy/IeT yrpoKaTh OMACHOCTh KPa)KH WITU TiepexBaTa MIaTeKHOTO MapoJis;
3. Bribepu croxxubiii mapois. [lpectynmHukam OyAeT He IpOCTO yrajath CIOXKHBIN Mapoib.

HanexxHble mapoian — 3TO Mapoid, KOTOPhIe COJepKaT HE MEHEe 8§ 3HAKOB M BKJIIOYAIOT B CeOs
CTPOYHBIC W TIPONHCHBIE OYKBBI, TU(PPHI U HECKOJIBKO CHMBOJIOB, TaKMe KaK 3HAaK J0JuIapa,
(yHTa, BOCKIUIATebHBIN 3HaK 1 T.1. Hampumep, $tRONQ!;;

4. He BBO/M cBOM JIMYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSIEILb.
DneKTpOHHas MouTa
ONEeKTpOHHAas MOoYTa — 3TO TEXHOJIOTHUSA W NIPEJOCTaBIsiEMbIE €0 YCIYTH IO MEpPEechUIKEe U

MOJYYEHUIO AJIEKTPOHHBIX COOOLIECHUH, KOTOpBIE PACHPEAEISIOTCS B KOMIBIOTEPHOW CETH.
OOBIYHO ~ AJNIEKTPOHHBIM  TOYTOBBIM  SIMIMK  BBIJISIAUT — CIEAYIOIIMM  oOpasoMm:
UMs_TOJIb30BaTeI(@uUMsL_JoMeHa. Taikke KpoMme Iepefauyd MpoCTOro TEKCTa, HMEeTCs
BO3MOXKHOCTb IepeaaBaTh (paisibl.

OcHOBHBIE COBETHI IO O€30MAaCHOM paboTe ¢ IEKTPOHHOM MOUTOM:

1. Hano BbIOpaTh mpaBuiIbHBIA MOYTOBBIM cepBHC. B mMHTEpHETE €CTh OrPOMHBIN BHIOOP
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4llle JOBEPSTh TEM, KOTO 3Haelllb U KTO MEPBBIH B
pEUTHHTE;

2. He ykaspiBaii B nu4HON mouTe nuuHyr WHpopMaruio. Hampumep, mydiie BbIOpaTh
«MY3BIKaTBHBIN _(haHaT@» nin «pok2013» BMecTo «remal3y;

3. Hcnonp3yit 1ByX3TaHYyI0 aBTOPHU3aLMI0. JTO KOI/a MOMHMO MapoJjisi HY>KHO BBOJWTH
KOJI, TpUChIIaeMbIi 110 SMS;

4. Breibepu crnoxHbIil maponb. J[7sS KakIO0ro IMOYTOBOTO SIIUKA JOJHKEH OBITh CBOM
HAJCKHBIN, YCTOWYMBBIN K B3JIOMY IIapOJIb;

5. Ecnu ectb BO3MOKHOCTH Hamucarb CaMOMY CBOWM JIMYHBIM BOIIPOC, HUCHOJIB3YH OTY
BO3MOKHOCTb;

6. Hcnonb3yil HECKONBKO IOYTOBBIX SIIMKOB. lIepBbI 171 YacTHOW NEPENUCKUA C

ajgpecaTaMH, KOTOPBIM Thl JOBEPSCIIb. JTO SJIECKTPOHHBIM aapec HE HAJ0 HMCIOJIb30BaTh MPHU
peructpanuu Ha Gopymax U caTax;

7. He otkpeiBaii aiiasl 1 gpyrue BIOXKEHHUS B MUChMaX Jake €CJIM OHU MPUILIH OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISUTH JTU OHU TeOe ATH (paiiisbr;



8. [Toce okoHuUaHHs PaOOTHI HAa MOYTOBOM CEPBHCE MEpE 3aKPHITHEM BKIAJKH C CAWTOM
He 3a0y/1b HAKaTh Ha «BBIATHY.

KubepOymnuar — mnpeciieoBaHie COOOIICHUSMH, COJACPKALUMH OCKOPOJICHHUS, arpeccuio,
3aIyTMBaHKE; XYJIUTaHCTBO; COIMAJIbHOE OOWKOTMPOBAHUE C ITOMOILNBIO PA3IMYHBIX WHTEPHET-
CEpPBHUCOB.

OCHOBHBIE COBETHI 110 OOPHOE C KHOEPOYILTUHTOM:

1. He 6pocaiicst B 60ii. JIyummii cioco0: mocoBeTOBaThHCS Kak ceOs BECTH U, €CIH HET TOTO,
K KOMYy MOXHO O0OpaTuThCcs, TO BHAdale YCIOKOWThCS. Eciam Tl HayHemb OTBeYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO €1le OOJIbINe pPa30XiKellb KOH(IUKT;

2. VYnpasnsii cBoelt kubeppemyraluei;

3. AHOHUMHOCT, B ceTu MHUMas. CylecTBYIOT CHOCOOBI BBISICHUTb, KTO CTOUT 3a
QHOHUMHBIM AKKayHTOM;

4. He crout Bectu Xynuranckuii o0pa3 BHPTYaJIIbHOM JXKM3HU. VIHTEpHET (HUKCHpYyeT Bce
TBOM JICMCTBUS M COXPAHAET UX. Y AAIUTh UX OYyAeT KpaiiHe 3aTpyIHUTEIbHO;

S. Cobunronait cBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Wrnopupyil ennHuuHblii HeratuB. OJHOPa30Bble OCKOPOUTEIbHBIE COOOLICHUS Jydllle
UrHopupoBaTh. OOBIUHO arpeccusi IpeKpaliaeTcs Ha HauajabHOU CTaauy;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOIIEHUSIMM, B COLIMAIbHBIX
CeTAX €CTh BO3MOXXHOCTH OJIOKUPOBKHM OTHPABKH COOOLICHUI C ONPEACTICHHBIX a/IPECOB;

8. Ecnmu 11  cBuuerens kuOepOyiuimHra. TBom  AEWCTBUS:  BBICTYNUTb I[POTHUB

IpecieioBaTes, MoKa3aTb €My, YTO €ro JACHCTBHs OLEHUBAIOTCS HETaTUBHO, NOJJIEPKATh
KEPTBY, KOTOPOM HYXKHA IICUXOJOTHMYECKass IOMOIlb, COOOLIUTH B3pOCIbIM O dakre
arpecCUBHOIO MOBEJCHUS B CETH.

MoOwibHBIN TenehoH

CoBpeMeHHbIe cMapT(HOHBI U TUIAHIIETH COAEpKaT B ceOe BIIOJNIHE B3POCIHbIA (YHKIHOHAT, U
Tenepb OHM MOTYT KOHKYpHUPOBaThb CO CTAallMOHAPHBIMHM KoMmImbioTepamu. OJHAKO, CpencTB
3alUThl JJIs MOJA0OHBIX YCTPONCTB MOKAa OYEHb Mayo. TecTMpoBaHHE U MOMCK YSI3BUMOCTEH B
HUX NPOMCXOJUT HE Tak MHTEeHCUBHO, kak ans [IK, To xe camoe kacaercss U MOOMJIBHBIX
MIPUIIOKEHUN.

CoBpeMeHHbIE MOOMIIbHBIE Opay3epbl yKe NPAaKTUYECKU JTIOTHAJIN HACTOJbHbIE aHAJIOIH, OJHAKO
pacuuperue GyHKIIMOHaIa BI€UET 32 COO0M OOJIBIIYIO CII0KHOCTh M MEHBIITYIO 3alUIIICHHOCTD.
Jlaneko He BcCe NPOM3BOJUTENN BBIMYCKAIOT OOHOBJEHHS, 3aKpbIBAIOLINE KPUTUYECKHE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI AJ1s1 0€30aCHOCTH MOOMIIBHOTO TenedoHa:

1. Hwudero He sBnsieTcsl mo-HacTosmeMy OeciuiaTHBIM. Byls ocTOpoXkeH, Belb Korjaa Tede
npeiaraT OecIiaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCIIYTH;

2. Hymaii, npexzae yeM ornpaBuTbh SMS, ¢oto mnm Buzaeo. Thl TOYHO 3HaeUb, TJE OHU
OyIyT B KOHEYHOM HTOTE?

3. Heo0xo01mMo 0OHOBIIATE ONEPAIIHOHHYIO CHCTEMY TBOETO cMapT(doHa;

4, Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JIsI MOOMIIBHBIX TeNe()OHOB;

5. He 3arpyxaii mpuaoXeHUs OT HEW3BECTHOTO WMCTOYHHWKA, BEIh OHH MOTYT COJEpPIKATh
BPEIOHOCHOE MPOrpaMMHOe 00ecreueHue;

6. ITocne Toro kak ThI BHIMACIIH C CaifTa, T/l BBOAMI JIMYHYIO WH(GOpMAIUIO, 3alId B
HacTpoWKu Opaysepa u ynanu cookies;

7. [Teproaudecku MpoBepsid Kakue IJIATHBIE YCITYTH aKTHBUPOBAHBI HA TBOEM HOMEpE;

8. JlaBaii cBoit HOMep MOOUIIBLHOTO Tene(OHa TONBKO JIFOSIM, KOTOPBIX ThI 3HACIIH U KOMY
JIOBEPSICIITh;

9. Bluetooth nmomxen ObITh BBIKIIOUEH, KOT/Ia Tl UM HE Mojb3yenibes. He 3a0bIBaii nHOT 1A

MIPOBEPSTH ITO.

Online urpsl

CoBpeMeHHbIe OHJIAWH-UIPHI - 3TO KPAaCOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHHS, OObEANHSIONINE
COTHH THICAY YEJIOBEK IO BceMy MHpY. Mrpoku uccienyoT TaHHBIH UM MUp, OOLIAIOTCS APYT C



JIPYTOM, BBINOJHSIOT 3aJaHusl, CPAXKAKOTCS ¢ MOHCTPAMHU U IOJIy4alOT OMBIT. 3a yIOBOJbCTBUE
OHH IUIATAT: MOKYNAIOT IUCK, OIUIAYMBAIOT ADOHEMEHT MJIU IPHOOPETA0T KaKUe-TO OILIUU.

Bce st cpenctBa uayT Ha MOAJEp)KAaHHE M PAa3BUTHE UTPHI, a TaKXKE HA camy OE€30MacHOCTh:
COBEpPILEHCTBYIOTCSI CUCTEMBbl ABTOPHU3ALMH, BBIYCKAtOTCS HOBbIE NaTuu (LIM(POBBIE 3aIUIaTKU
JUIsL IPOTPAMM), 3aKPBIBAIOTCS Y3BUMOCTU CEPBEPOB.

B nopoOHBIX Urpax CTOMT onacarbcs HE CTOJIBKO CBOMX CONEPHHMKOB, CKOJIBKO KpaXKM TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3aLUU OOJIBITMHCTBA UTP.

OCHOBHBIE COBETHI 110 OE€30IIACHOCTH TBOET'O UTPOBOT'0 aKKayHTA:

1. Ecnu npyroit urpok Befet ceds rioxo WM co3gaet Tede HeMPUsITHOCTH, 3a0JI0KUPYH ero
B CIIUCKE UTPOKOB;
2. [Toxxamylicd aqMUHUCTpAaTOpaM UIPhl HA IJIOXOE MOBEACHHUE 3TOT0 UIPOKA, KEJIATEIbHO

HPUIIOKUTH KaKHe-TO JI0Ka3aTebCTBA B BUJIE CKPHUHOB;

He ykaspiBaii muunyto nHpopmanuio B mpodaiisie urpsr;

VYBaxkall Jpyrux y4aCTHUKOB 110 UTPE;

He ycranaBnuBaii HeouMaibHbIe TATYH U MO/IBI,

Vcnonb3yit cloKHbIE U pa3Hble MapoJy;

Jlaxxe BO BpeMsl WIPbl HE CTOWUT OTKJIKOYaTh aHTuBHpyc. [loka Tel urpaems, TBOHU
KOMITBIOTEP MOTYT 3apa3uTh.

QUIIVHT WK KpaXka THYHBIX TAaHHBIX

OObI4HOM Kpaked JeHer U JIOKYMEHTOB CEeroJHs YK€ HHUKOIO He YAMBMIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JIOYMBIIIJICHHUKN [EPEMECTUINCh B HHTEPHET, U IPOJOJIKAIOT
3aHUMATbCS «JTFOOUMBIM» JICJIOM.

Tak mosiBUIach HOBAst YTpo3a: HHTEPHET-MOIIEHHIYECTBA WM (PHUIIUHT, TJIaBHAS LIEIb KOTOPOTO
COCTOUT B MOJIY4YE€HUN KOH(PHICHIIMATIBHBIX JAaHHBIX M0JIb30BaTeNIel — JIOTMHOB U HapoJeil. Ha
aHrmiickoM s3bike phishing yutaercs kak ¢ummuar (ot fishing — peiOHas nosis, password —
11apoJib).

OcHOBHBIE COBETHI 110 OOPHOE € QUITMHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiu ThI 0JJ03peBaelilb, YTO TBOSI aHKETa OblIa B3JIOMaHa,
TO HEOOXOAUMO 3a0JI0KHPOBATh €€ U COOOLIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOXKHO
CKOpee;

1. Wcnone3yit 6e3omacHble BeO-CaliThl, B TOM YHCIIe, HHTEPHET-Mara3uHoB U IOHUCKOBBIX
CHUCTEM;

2. Hcnonp3yit cnoxHble W pa3Hble maponu. TakuMm oOpa3zoMm, ecau TeOs B3JIOMAiOT, TO
3JI0YMBIIIJICHHUKH MTOJTy4aT JOCTYH TOJIBKO K OJTHOMY TBOEMY NPO(UIIO B CETH, @ HE KO BCEM;

3. Ecnu 1e0s B3momanu, To HEOOXOAUMO HPETYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
no6aBiieHbl y TeOsl B IpY3bsIX, O TOM, UYTO T€Os B3JIOMAJIM U, BO3MOKHO, OT TBOET0 UMEHU OyJeT
pacchLIaThCsl CllaM U CChUIKU Ha (PUILIMHTOBbIE CaliThI;

4. YcranoBu HaaexHbIi napois (PEM) Ha MoOunbHEIN TenedoH;

S. OTkiI049M coXpaHeHHe napoJs B Opaysepe;

6. He otkpbiBaii ¢aiinel 1 Apyrue BIOKEHUS B MUCbMAX Jake €CIM OHU MPHUIILIH OT TBOMX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISUIA JIU OHU Te0e 3T (paiiibl.

[udposas penyranus

[MudpoBast penyrauust - 3TO HEraTUBHAs WM MO3UTHBHAs HHGOpManus B ceTH O Tebe.
Komnpomerupyromass uHpOpMaiusi pa3MelleHHass B HHTEPHETE MOXKET Cephe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOU ku3HU. «{udposas pemyranus» - 370 TBOM UMM, KOTOPBIN
dopmupyetcst u3 uHpopMaIMK 0 Tebe B MHTEPHETE.

TBOoe MecCTO KHUTENbCTBA, y4eObl, TBO€ (PMHAHCOBOE IOJOKEHHE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue mnoJIpOCTKH JIETKOMBICIIEHHO OTHOCSTCS K MNYyOJIMKauu JHYHOM HHQOpMalMu B
WuTepHeTe, HE MOHMMAas BO3MOKHBIX MOCIEACTBUI. ThI 1axe He CMOXKEIIb JOTafaTbcs O TOM,
yTto potorpadus, pazmerieHHas S €T Ha3a/l, CTajla MPUIMHON 0TKa3a MPHUHATH TeOsl Ha padoTy.

No ko



KommenTapuu, pa3menienne TBoux QGortorpaduii U qpyrue ASUCTBUS MOTYT HE HCUE3HYTh JaKe
[I0CJI€ TOTO, KaK Thl MX YAAJIHIIb. Thl HE 3HAEIIb, KTO COXPaHWUI 3Ty MHPOPMALUIO, Monana JIu
OHa B IIOMCKOBBIE CHCTEMbl M COXpPAHWIACh JHM OHA, a IJABHOE: 4YTO MHOJYMAalT O Tebe
OKpY’Karollee JIFOAU, KOTOpble HAaUAYyT M YBUIAT 3T0. HaliTu mHpOpManuo MHOTO JIET CIYCTS
CMOXeT JI000# - Kak U3 J0OpbIX MOOYXKIEHHUH, TaKk U C HaMEepeHHEeM MPUYUHHUTH Bped. ITO
MOKET OBITh KTO YI'OJHO.

OCHOBHBIE COBETHI IO 3aLIUTE LHU(PPOBON permyTaIiu:

1. [Togymaii, mpexxae yeM 4YTo-TO MyONMKOBaTh M IepefaBaTh y ceOs B Ojore wid B
COIIMAILHOM CETH,

2. B nacTpoiikax npoduiis ycTaHOBU OrpaHUYEHHs] Ha IPOCMOTP TBOEro Mpouis U ero
COJICPIKUMOTO, CIIENIAi €r0 TOJIBKO ISl IPY3ei»;

3. He pasmemaii u He yka3biBail HH(GOpMaIKIO, KOTOPask MOKET KOro-11u00 OCKOPOIISATh WK
0o0MXaThb.

ABTOpPCKOE ITPaBO

CoBpeMeHHbIE IKOIBHUKHA aKTUBHBIC MOJIb30BaTeH MH(poBoro nmpocrpanctsa. OIHAKO aIeKo
HE BCE 3HAIOT, 4YTO I10JIb30BAHHE MHOTMMH BO3MOXXHOCTSAMHU LU(PPOBOIO MHUpa TpedyeT
COOITIO/ICHHSI TIPAB HA MHTEIICKTYAIBHYIO COOCTBEHHOCTD.

TepMUH  «MHTEIUIEKTyallbHasi COOCTBEHHOCTb» OTHOCUTCSI K  Pa3JIMYHbIM  TBOPEHUAM
YeJI0BEYECKOr0 yMa, HAYWHAs C HOBBIX M300pETeHHUH M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH
Ha NpPOAYKTHl W YCIYrd, M 3aKaHuMBasg KHMramu, QotorpadusimMu, KUHOQUIBMaMU U
MY3BIKQTbHBIMH TPOU3BEACHUSIMHU.

ABTOpCKHE IIpaBa - 3TO MpaBa Ha UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOM3BEACHUS HAYKH,
JUTEpaTypbl M HMCKYCCTBA. ABTOPCKHE IpaBa BBICTYMAIOT B KAauyeCTBE TapaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJdeT HampacHbIM, JacT €My CIpaBelIMBbIE
BO3MOXKHOCTH 3apa0oTaTh Ha pe3ylbTaTax CBOETO TPy[a, MOJYyYUTh W3BECTHOCTh U MPU3HAHHE.
HuxkTo 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOJUTD €ro MPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABATh, HMMIIOPTHPOBATH, ITyCKaTh B MPOKAT, MyOJIWIHO
UCTIOJIHAT, IOKA3bIBATh/UCIIOIHSTh B 3pUpe UK pazmemiaTs B IHTepHeTe.

Hcronp30BaHne «IIHPATCKOTO» MPOTPAMMHOTO OOECIeueHHs] MOXKET IPHBECTH K MHOTUM
pHCKaM: OT TMOTEepPH JAaHHBIX K TBOMM AaKKayHTaM 10 OJIOKHPOBKHM TBOETO YCTPOMCTBa, TIJe
YCTAHOBJICHHBII He JierajgbHas mporpamma. He cTroWT Takke 3a0bIBaTh, YTO CYIIECTBYET
JerajibHble U OecCIIaTHbIE TPOrpaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O noprane

CeteBnuoK.p¢ - TBOH INIaBHBIH COBETYMK B CETU. 37€Ch Thl MOXKEIIb Y3HaTh O 0€30MacHOCTU B
CeTH TIOHSATHBIM M JIOCTYIHBIM SI3BIKOM, @ TpPH BO3HHUKHOBEHWH KPUTHUYECKOW CHTYyalluu
00paTUThCS 3a COBETOM. A TakKe NMPUHATH ydacTHe B KOHKYpcax M CTaTb CaMbIM LHU(POBBHIM
rpaXxaaHuHOM!



